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Pending Investigations

Malware Analysis, Reverse Engineering and Applications of Logic

Dissect vs SysInternals Case, Part 2

If you’re curious about how dissect works, or why I took this approach to using it, have a look at my

previous post.

Recap: Mini-Timelines

In Part 1, we hammered out an approach to pulling out a mini-timeline using dissect to get a bird’s-
eye view for the 3 minutes surrounding the download event. The first approach, which saves all plug-

in output to the disk and reduces memory footprint, requires two commands to be run:

It’s not necessarily true that each plugin will succeed, so it would be best to enumerate .jsonl files

rather than specify them.
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We can do the same thing with a one-liner for the output of , but it will all happen
in memory. The following is the one-liner equivalent without dumping all plugin output to disk
(Note: I had to omit the tasks plugin from this list, as a bug fix for one of its fields is still making its

way downstream. You can still dump raw tasks using ):

If you’re running and want to see which plugin fails, if one does, use the

option. With the resources I allocated to my WSL VM, this command took about 25
minutes and we end up with over 17,200 records. I did a good amount of scrolling through this and
filtering output from columns to get a bird’s eye view, but in order to show interesting artifacts, I’ll

just show the output of a couple of commands during that time period to get the same effect.

Root Cause

The first references to SyslInternals in our output come from the browser.downloads and browser.his-

tory plugins:
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I’ve removed the record headers and most of the fields to save space, but the last record, from brows-
er.downloads, shows that the file at the path C:\Users\Public\Downloads\SysInternals.exe was down-
loaded from the url and finished download-

ing at . Unfortunately the start timestamp for this download is None, but
since we have the URL being visited at 21:18:40, that seems a fair approximation of when the down-

load began.

Seeing that there were some DNS errors nearby in the browser history, I felt it would be good to

check the local hosts file for any oddities, if it is still present. This is no problem using dissect with

It appears that the local hosts file has been modified to redirect sysinternals[.]com traffic to a local IP
address listed here, which would explain the malicious file being downloaded from a fairly well-
known domain (but sysinternals.com could have been compromised all the same). It could be worth

it to add this IP and the domain malware430[.Jcom to our searches as well, at some point.

In any case, the search backwards for the root cause of this incident is probably coming to a close.

We can determine the modification date of the hosts file according to the MFT for good measure.
As far as I’'m aware, there are 2 main ways of getting the last modification date of a particular file us-

ing dissect. We can either use and once inside the “shell” we can use the

command on the hosts file, like so:
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Or, we could instead use the mft plugin to retrieve timestamps, using to select the particular
file. This would take forever using if we had not already dumped the parsed MFT
to disk using earlier. I’'m curious if these timestamps all agree, so I parsed the 2

jsonl output files on disk with the following command:

The downside to this approach is that dissect uses the pathlib Python library, which has some quirks
in regards to path naming. The drive path c: happens to be lowercase, and if you take this approach
searching for a path and use an uppercase drive path, dissect will loop through both MFTs and return

with no results.

Another thing to note is, I initially ran this command with to have dissect stop after
finding the record corresponding to this file in both the Standard_Info and Filename MFTs, but it
turns out split the record into multiple records for each timestamp (or maybe I made

some mistake in the original dump).

In any case, since we expect at most the 4 MACB timestamps for each of the two MFT entries, I

upped the limit to 8. Here was the result:

What’s interesting is that all of the Filename timestamps for this file are aligned at a date that is in
between the Birth date and the last Modification date. This could be a sign of timestomping, but

could just as likely indicate that the file was copied or moved from another volume at that time.

What’s more, we can see that the Standard_Information timestamps basically align with the output
we get from the command, the only differences being that the command only outputs
the timestamps for file Access, Modification, and Change (of file inode). In this case the Change
timestamp from Unix aligns with the Birth timestamp from Windows. Although the command
gives us the reliable and informative Standard_Information timestamps, it behooves us to stick with

the parsed MFT for more granular information.
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For example, using the timestamps parsed by the MFT we can see that the Modification and Change
timestamps align at , which gives us confidence that a file
modification of the hosts file happened at that time. This folds into our narrative that the file was

modified right before the download of the malicious executable.

We can already see via our mini-timeline that the birth timestamp for Sysinternals.exe in the user’s
Downloads folder is approximately . With this in mind, we can
start working forward in time looking for signs of malicious activity and persistence on
MSEDGEWIN10.

What About Defender?

Before going onto malicious action, I’'m curious what Windows Defender thought of this file, if it

was active. Let’s query using the defender plugin for the time in question:

Hmm, I got no output from this, as in no event log or timestamped records associated with quaranti-
ning or exclusion during our 3 minutes. Maybe there are few enough logs that we can look at the en-

tire day instead. Let’s modify the query a bit:

So the only record we get back from 11-15 explains why we have no Defender-related activity in
general. It looks like someone excluded the entire C: drive from Defender scanning at 21:17, minutes
before the time of the download. It would be great to get the username that did the modification in

the record, but since there’s only one real user on the system (IEUser), I think we’re safe to move on.

Execution Time
Now I think it’s time to figure out if there is any consensus around when SysInternals.exe was

launched. I did a bit of scouring of the available artifacts to see if I could find anything new in the

dissect plugins to throw together. I came up with the following:
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I would typically add a couple of things to this, including event logs (EID 4688 for one), but al-
though some process auditing seemed to be enabled and 4688s were recorded, nothing was relevant
here. Also, it was notable that the activitiescache plugin didn’t typically include the path to the exe-
cutable referred to in the activity, but just gave it a name. I manually checked out those records as
well, and didn’t find anything relevant to the execution of SyslInternals.exe. Also, there were no
Prefetch records or files on disk, as noted in my earlier blog, even though in the MFT and USNJrnl

we see Prefetch files being created.

While those three sources weren’t very fruitful, we still get enough information from the remaining
artifacts to get a picture of the execution. After putting the records in order (I used and

piped to to sort them by timestamp) we get the following:

e 21:18:51 — Shimcache last modified time

e 21:19:00 — UserAssist execution timestamp (GUI user interaction)

e 21:19:01 — Amcache registry modification time

e 21:19:36 — Background Activity Monitor (BAM) timestamp

e 21:19:55 — System Resource Usage (SRU) Application Timeline End Time

This last one was pretty interesting to me, as it also comes with an included duration of 59994 mil-
liseconds, almost exactly a minute. This would put its start time for SysInternals.exe at 21:18:55,5
seconds before UserAssist. I felt that this was a bit of an odd gap so I had a look at the whole appli-

cation_timeline record in dissect:
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Since it seemed to have another timestamp, this gave me some pause about the artifact and I wanted
a second opinion about what they each mean. First, I saved the SRUDB .dat file from the challenge
locally using , then I opened it using the NirSoft tool Application Resources Usage

Viewer.

Unfortunately, the artifact I was looking for was actually missing from this tool so I ended up using
ESEDatabaseView and finding the event there. I won’t go into it here but I didn’t get any additional
information from those tools. It looks like for SRUDB the closest we get to a start time for the appli-

cation is based on the duration and end time.

Overall, I still like the UserAssist timestamp the best here, since it’s tied to user interaction via the
GUI and aligns closely with the amcache timestamp. I think it’s safe to say that the user executed

SysInternals.exe at approximately

Dropped/Downloaded Files

Identifying files dropped or downloaded by malware using forensic data can be a pain, especially be-
cause malware often delays its own execution purposefully. Narrowing the window to “new” files in
between 21:19 and 21:20 (timeframe taken from the application end time in the SRU artifact), we
can make a fairly short list. We could just through the jsonl to save time, but if we utilize

we can easily select fields to display before filering:

Leaving out files that just look like index or cache files, there are only a couple interesting ones left:
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From these created files, it appears that vmtoolsIO.exe was both downloaded and potentially execut-
ed in a matter of 5 seconds. I repeated our command to find execution artifacts for this file to verify

(slightly different time frame):

I decided to use the -L option this time, since as expected it greatly enhances readability. I’'m a fan.
While some things are a little confusing here since there are multiple timestamps for each record, it
was somewhat necessary to properly time filter. Record 1 is actually a shimcache record, with a time-
stamp about .02 seconds after the birth record for vmtoolsIO.exe. That’s fast! The next 4 time-
stamped records are 2 Application Timeline records from the SRU database (which have 2 time-

stamps each), and the last record is an Application record from the same database, which has only

one timestamp.
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Since the 2 Application Timeline records seem to show different durations, it’s unclear if this might
represent 2 seperate executions of the same file or not. What seems consistent is that the timestamp

always seems to be before the other unlabeled timestamp -, which is pretty confusing.

But that’s probably a rabbit hole deserving of its own article. Onto the next part:

Persistence

Now that we have two files related to the malware, we can do a look through various persistence
mechanisms to determine whether and where the malware installed itself. As far as registry persis-
tence, dissect mainly has the plugin. It would normally behoove us to extract all registry
hives and run RegRipper to get a comprehensive look at possible registry persistence, but I'll stick
with dissect for now and see what all we recover. These are the persistence techniques I think we can

cover with dissect:

» Runkeys AKA Auto-Start Extensibility Points
» Scheduled Tasks

» Services

 Shortcuts in Startup folder

o Installed browser extensions

These and a scan of registry persistence using another tool would cover persistence for many mal-
ware families, but dissect lacks the ability to identify more surreptitious persistence modifications,
like Image Hijacks, modifications to the KnownDLLs list, print providers and WMI Event subscrip-

tions (and of course, bootkits and firmware implants).

Several of these methods are registry-based and would be possible to add to the dissect framework.
There is also the startupinfo plugin, which parses the StartupInfo.xml files listing programs that run
in the first 90 seconds after the user logs in; this could help identify any lingering active persistence.
But for now we’ll work with what we have. What I want to do is include anything matching on the
keywords of our known files (SysInternals.exe and vmtoolslO.exe) as well as anything registered in

the near timeframe:

This was my general strategy for persistence, but I needed to run the and plugins sepa-
rately. The plugin needs to be run without because a bug fix is still
making its way to release, and the plugin is fairly noisy and we are only concerned with one

persistence location:
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The second command returns no records, but there is one of interest from the first command:

With a timestamp of the service being in our execution window, it looks like this VMware 10 Helper
Service is a good candidate for the malware’s persistence. Now that we have that, we can take a
“quick” look at the parsed event logs to see whether the service triggered and when. We can either
grep for the service Display Name in the jsonl output from or be we can more thor-

ough with like so (this is fairly fast):
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Here we can see records for Security Event IDs 7045 and 7040, respectively for a new service being
registered, and the start type being changed (from demand start to auto-start). We don’t see any indi-
cation that the service was started manually before being set to auto-start at the next boot. Just out of
curiosity, I also ran the below keyword search across parsed event logs, removing time and event

provider restrictions, and got the same two events:
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But even with all of this done, we don’t really know what the malware does...

Malicious Activity

It’s difficult to track particular changes to the registry as forensic data or assign changes in files to a
particular process when so much is going on in the operating system. This is why malware forensics
is a difficult subject often left to the malware analyst. In this case, we’re left with the time-honored

tradition of scrolling through our mini super-timeline to look for anything suspicious.

I started with refining the CSV a bit. Filtering out Access records from the MFT cuts our total in half.
Then scrolling down past our SysInternals.exe execution approximation of 21:19:00, there wasn’t
much of note that I could see, besides the download and execution of vmtoolsIO.exe. At about
21:19:22 we see the creation of Prefetch records for vmtoolslO.exe and its service being installed in

the system.

Directly after that there is a curious Security Event of ID 4672 “Special Privileges Assigned To New

Logon”. The following privileges were assigned:

» SeAssignPrimaryTokenPrivilege
» SeTcbPrivilege

e SeSecurityPrivilege

» SeTakeOwnershipPrivilege

» SeLoadDriverPrivilege

» SeBackupPrivilege

» SeRestorePrivilege

» SeDebugPrivilege

» SeAuditPrivilege

» SeSystemEnvironmentPrivilege
» SelmpersonatePrivilege

» SeDelegateSessionUserlmpersonatePrivilege
Of these, SeDebugPrivilege and SeLoadDriverPrivilege are quite powerful. After this at 21:19:23,

we see via USNJrnl records a fairly suspicious pattern of Prefetch files being deleted from

C:\Windows\Prefetch in alphabetical order:

https://ihack.blue/archives/397 12/14



26/01/2024,12:21 Dissect vs SysInternals Case, Part 2 — Pending Investigations

2022-11-15 21:19:23.502911+00:00 ts MSEDGEWIN10 Microsoft-Winc 4672 Security MSEDGEWIN10
2022-11-15 21:19:23.517279+00:00 ts MSEDGEWIN10 VMwarelOHelp 0 Application
2022-11-15 21:19:23.517279+00:00 ts MSEDGEWIN10 92031832 12416842 c:\Windows\Prefetch\7Z.EXE-7FE1DBBC.pf FILE_DELETE|CLOSE
2022-11-15 21:19:23.517279+00:00 ts MSEDGEWIN10 92031928 59462#4  c:\Windows\Prefetch\7ZA.EXE-AE6DB66A.pf FILE_DELETE|CLOSE
2022-11-15 21:19:23.517279+00:00 ts MSEDGEWIN10 92032032 81265#2 c:\Windows\Prefetch\AM_BASE.EXE-C1AEB46B.pf FILE_DELETE | CLOSE
2022-11-15 21:19:23.517279+00:00 ts MSEDGEWIN10 92032144 81250#4  c:\Windows\Prefetch\AM_DELTA.EXE-F581BB16.pf FILE_DELETE|CLOSE
2022-11-15 21:19:23.517279+00:00 ts MSEDGEWIN10 92032256 81205#2  c:\Windows\Prefetch\AM_ENGINE.EXE-E190975A.pf FILE_DELETE|CLOSE
2022-11-15 21:19:23.517279+00:00 ts MSEDGEWIN10 92032368 83076#2 c:\Windows\Prefetch\APPLICATIONFRAMEHOST.EXE-OCF44CC4.pf FILE_DELETE|CLOSE
2022-11-15 21:19:23.517279+00:00 ts MSEDGEWIN10 92032504 84393#1 c:\Windows\Prefetch\BACKGROUNDTASKHOST.EXE-3C272126.pf FILE_DELETE | CLOSE
2022-11-15 21:19:23.517279+00:00 ts MSEDGEWIN10 92032632 32769#4  c:\Windows\Prefetch\BACKGROUNDTASKHOST.EXE-4F12152B.pf FILE_DELETE |CLOSE
2022-11-15 21:19:23.517279+00:00 ts MSEDGEWIN10 92032760 86884#2 c:\Windows\Prefetch\BACKGROUNDTASKHOST.EXE-60EA8D5D.pf FILE_DELETE|CLOSE
2022-11-15 21:19:23.517279+00:00 ts MSEDGEWIN10 92032888 88509#2  c:\Windows\Prefetch\BACKGROUNDTRANSFERHOST.EXE-1BA4B810.pf  FILE_DELETE|CLOSE
2022-11-15 21:19:23.517279+00:00 ts MSEDGEWIN10 92033024 84371#2  c:\Windows\Prefetch\BACKGROUNDTRANSFERHOST.EXE-2E8FAC15.pf  FILE_DELETE|CLOSE
2022-11-15 21:19:23.517279+00:00 ts MSEDGEWIN10 92033160 84493#1 c:\Windows\Prefetch\BGINFO.EXE-7A859B68.pf FILE_DELETE |CLOSE
2022-11-15 21:19:23.517279+00:00 ts MSEDGEWIN10 92033264 88014#2 c:\Windows\Prefetch\BROWSER_BROKER.EXE-DDA21E2B.pf FILE_DELETE|CLOSE
2022-11-15 21:19:23.517279+00:00 ts MSEDGEWIN10 92033384 87593#3  c:\Windows\Prefetch\BYTECODEGENERATOR.EXE-883FEF79.pf FILE_DELETE|CLOSE
2022-11-15 21:19:23.517279+00:00 ts MSEDGEWIN10 92033512 83275#10 c:\Windows\Prefetch\CHOCO.EXE-76D239E7.pf FILE_DELETE|CLOSE
2022-11-15 21:19:23.517279+00:00 ts MSEDGEWIN10 92033616 83327#3  c:\Windows\Prefetch\CHOCO.EXE-DCC1A798.pf FILE_DELETE|CLOSE
2022-11-15 21:19:23.517279+00:00 ts MSEDGEWIN10 92033720 12457443 c:\Windows\Prefetch\CHXSMARTSCREEN.EXE-54BF5C9A.pf FILE_DELETE|CLOSE
2022-11-15 21:19:23.517279+00:00 ts MSEDGEWIN10 92033840 84380#1 c:\Windows\Prefetch\CMD.EXE-89305D47.pf FILE_DELETE|CLOSE
2022-11-15 21:19:23.517279+00:00 ts MSEDGEWIN10 92033944 84312#1 c:\Windows\Prefetch\CMD.EXE-EABFE48B.pf FILE_DELETE|CLOSE
2022-11-15 21:19:23.517279+00:00 ts MSEDGEWIN10 92034048 12511542 c:\Windows\Prefetch\COMREG.EXE-BE2DC5C3.pf FILE_DELETE|CLOSE

Further along, there are some creations of Prefetch files for cmd.exe, sc.exe and net.exe. We can only
guess at what commands may have been run here, but the timestamps for the Prefetch creations are
sandwiched between the modification of the VMware 10 Helper Service from on-demand to auto-

start. So this could have been a modification of the service using the sc command:

2022-11-15 21:19:23.784765+00:00 ts MSEDGEWIN10 92056688 2164#3  c:\Users\IEUser\AppData\Local\D3DSCache\e8010882af4f153f\F4EB2D6(FILE_CREATE | DATA_OVE| 0 NORMAL  ARCHIVE
2022-11-15 21:19:25.345137+00:00 ts MSEDGEWIN10 92056832 27784#3  c:\Wind\ Prefetch\NET.EXE-7F832A3A.pf FILE_CREATE 0 NORMAL NOT_CONT
2022-11-15 21:19:25.345137+00:00 ts MSEDGEWIN10 92056936 27784#3  c:\Windows\Prefetch\NET.EXE-7F832A3A.pf FILE_CREATE | DATA_EXTE 0 NORMAL NOT_CONT
2022-11-15 21:19:25.345137+00:00 ts MSEDGEWIN10 92057040 27784#3  c:\Windows\Prefetch\NET.EXE-7F832A3A.pf FILE_CREATE | DATA_EXTE 0 NORMAL NOT_CONT
2022-11-15 21:19:25.359259+00:00 ts MSEDGEWIN10 Service Control 7040 System MSEDGEWIN10 16384
2022-11-15 21:19:25.359259+00:00 ts MSEDGEWIN10 92057144 27789#3  c:\Windows\Prefetch\SC.EXE-4502142D.pf FILE_CREATE 0 NORMAL NOT_CONT
2022-11-15 21:19:25.359259+00:00 ts MSEDGEWIN10 92057240 27789#3  c:\Windows\Prefetch\SC.EXE-4502142D.pf FILE_CREATE | DATA_EXTE 0 NORMAL NOT_CONT
2022-11-15 21:19:25.359259+00:00 ts MSEDGEWIN10 92057336 27789#3  c:\Windows\Prefetch\SC.EXE-4502142D.pf FILE_CREATE|DATA_EXTE 0 NORMAL NOT_CONT
2022-11-15 21:19:25.359259+00:00 ts MSEDGEWIN10 92057432 27892#3  c:\Windows\Prefetch\CMD.EXE-EABFE48B.pf FILE_CREATE 0 NORMAL NOT_CONT
2022-11-15 21:19:25.359259+00:00 ts MSEDGEWIN10 92057600 27892#3  c:\Windows\Prefetch\CMD.EXE-EABFE48B.pf FILE_CREATE | DATA_EXTE 0 NORMAL NOT_CONT
2022-11-15 21:19:25.359259+00:00 ts MSEDGEWIN10 92057704 27892#3  c:\Wii MD.EXE-| E48B.pf FILE_CREATE|DATA_EXTE 0 NORMAL NOT_CONT
2022-11-15 21:19:25.359259+00:00 ts MSEDGEWIN10 92057808 27935#3  c:\Windows\Prefetch\CONHOST.EXE-3218E401.pf FILE_CREATE 0 NORMAL NOT_CONT
2022-11-15 21:19:25.359259+00:00 ts MSEDGEWIN10 92057920 27935#3  c:\Windows\Prefetch\CONHOST.EXE-3218E401.pf FILE_CREATE | DATA_EXTE 0 NORMAL NOT_CONT
2022-11-15 21:19:25.359259+00:00 ts MSEDGEWIN10 92058032 27935#3  c:\Windows\Prefetch\CONHOST.EXE-3218E401.pf FILE_CREATE|DATA_EXTE 0 NORMAL NOT_CONT
2022-11-15 21:19:25.359259+00:00 ts MSEDGEWIN10 VMwarelOHelp VMWare |0 Helper Service c:\Windows\vmtoolslO.exe NT AUTHOIAuto Start (S
2022-11-15 21:19:25.373367+00:00 ts MSEDGEWIN10 92058144 27892#3  c:\Wi fetch\CMD.EXE-EABFE48B.pf FILE_DELETE|CLOSE 0 NORMAL NOT_CONT
2022-11-15 21:19:25.373367+00:00 ts MSEDGEWIN10 92058248 27935#3  c:\Windows\Prefetch\CONHOST.EXE-3218E401.pf FILE_DELETE|CLOSE 0 NORMAL NOT_CONT
2022-11-15 21:19:25.373367+00:00 ts MSEDGEWIN10 92058360 27784#3  c:\Windows\Prefetch\NET.EXE-7F832A3A.pf FILE_DELETE|CLOSE 0 NORMAL NOT_CONT
2022-11-15 21:19:25.373367+00:00 ts MSEDGEWIN10 92058464 27789#3  c:\Windows\Prefetch\SC.EXE-4502142D.pf FILE_DELETE|CLOSE 0 NORMAL NOT_CONT
2022-11-15 21:19:25.725277+00:00 ts MSEDGEWIN10 Microsoft-Winc 2005 Microsoft-Winds St i MSEDGEWIN10 NULL

Aside from this, we see that the original file at C:\Users\Public\Downloads\SysInternals.exe is delet-
ed at 21:20:58. If there is any activity after that, which is certainly possible, it falls outside of our
mini-timeline. This all suggests that whatever the full functionality of SysInternals.exe may be, it

seems to download an anti-forensic tool as part of its operations (vmtoolslO.exe).

Conclusion

Let’s sum up what we found in this challenge as a timeline:

1.0n 2022-11-15 at 21:17:00 UTC, someone excluded the C:\ drive from Windows Defender
scanning.

2. At 21:17:03 the hosts file was modified to redirect traffic from the sysinternals.com domain to the
local 1P .

3. At 21:18:40 the user IEUser browsed to https://sysinternals.com/SysInternals.exe and down-
loaded a file from , which finished downloading to
C:\Users\Public\Downloads\ at about 21:18:52.

4. The user executed SysInternals.exe at approximately 21:19:00 UTC.

5. Syslnternals.exe downloaded and executed another file named vmtoolsIO.exe to
C:\Windows\vmtoolsIO.exe at about 21:19:17.
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6. vimtoolslO.exe registered a Windows service with display name “VMware IO Helper Service” at
21:19:22 for its own persistence, and at 21:19:23 began deleting files ending in the extension .pf
from C:\Windows\Prefetch.
7. vmtoolslO.exe modified its service to auto-start at boot at 21:19:25.

8. SysInternals.exe was deleted from C:\Users\Public\Downloads at 21:20:58.

So malware forensics is pretty hard! It’s only fair that we check our work in a later blog with some

malware analysis. Thank you for reading.
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